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This is the first in a series of three papers 
exploring the evolving role of digital capabilities 
in the North Atlantic Treaty Organization 
(NATO). This paper seeks to develop a clearer 
conceptual understanding of digital capability, 
its relationship to digital transformation, and 
how digital capabilities are supporting the core 
tasks of the Alliance.

The other two papers will explore:

• Implications and enablers of effective 
digital capability management (April 2025).

• Opportunities and challenges of 
interoperability in the digital environment 
(May 2025).

The papers were sponsored by Microsoft as 
part of a broader package of work to explore 
how NATO and its members can progress 
the development of digital capabilities, how 
the development of such capabilities can 
be more effectively enabled, and how these 
capabilities can enhance NATO’s resilience 
and interoperability. The full series of papers 
is intended to drive preparatory discussions 
on the importance and future of NATO’s digital 
capabilities ahead of the June 2025 summit in 
The Hague.

RAND Europe had full editorial control and 
independence of the analyses performed and 

presented in this report, which has been peer-
reviewed in accordance with RAND Europe’s 
quality assurance standards. Our work is 
intended to inform the public good and should 
not be taken as a commercial endorsement of 
any product or service.

About RAND
RAND Europe is the European arm of RAND, an 
independent, not-for-profit research institute 
that aims to improve policy and decision 
making through objective research and 
analysis. RAND’s clients include governments, 
militaries, inter- and non-governmental 
organisations, and others with a need for 
rigorous, independent and interdisciplinary 
analysis.

For further information on RAND or this study, 
contact:

Judith Huismans 
Research Leader – Defence, Security & Justice 
Research Group, RAND Europe 
RAND Europe 
Gardens Business Centre New Babylon 
Anna van Buerenplein 41 
2595 DA The Hague 
The Netherlands 
jhuismans@randeurope.org
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ii Conceptualising digital capability

A lack of shared understanding 
of key terminology may hinder 
NATO–industry collaboration 
and prevent successful digital 
capability development.
Our analysis reveals a lack of universally 
accepted definitions of ‘digital’, ‘digital 
capability’ and ‘digital transformation’, 
particularly within defence. These terms are 
often used interchangeably, leading to tensions, 
especially between civilian or industry contexts 
and NATO contexts.

In NATO, the term ‘digital’ is broad, 
encompassing the integration of digital 
technologies in military operations and 
organisational frameworks. This includes 
traditional IT as well as communications and 
information systems (CIS) and extends to 
cyber defence, data standardisation, digital 
interoperability and emerging technologies. 
It comprises both enabling and effector 
capabilities, with applications both to military 
operations and to ‘back office’ functions.

NATO refers to ‘capability’ as the ability to 
create an effect through employment of 

Summary
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an integrated set of aspects categorised 
as doctrine, organisation, training, materiel, 
leadership development, personnel, facilities 
and interoperability. This approach emphasises 
NATO’s view of capability as a broad, system-
level concept.

Within the Alliance context, it is also important to 
distinguish between NATO-owned and -operated 
capabilities and national capabilities specific 
to individual countries, as well as to recognise 
the growing role of commercial suppliers in 
maintaining and deploying digital capabilities. 
This distinction and role present a more complex 
context for integration and interoperability than 
more traditional domains or non-digital capability 
areas, as the software-driven nature of many 
digital technologies necessitates much faster 
capability upgrade cycles and feedback loops 
from end users back to industry.

The conception of ‘digital transformation’ 
also varies with some viewing it as time- and 
resource-bound and others seeing it as a 
continuous process that complements digital 
capabilities. NATO’s Digital Transformation 
Vision and accompanying Digital Implementation 
Strategy emphasise the latter approach, with 
transformation focused on ongoing and long-
term efforts. Digital transformation within NATO 
is, therefore, an ongoing and iterative process that 
seeks to facilitate the development of the next 
generation of digital capabilities while remaining 
adaptable to innovation across the Alliance’s 
people, processes, technology and data.

Our main recommendation is therefore to 
foster shared understanding of these terms, 
which is vital for effective cooperation across 
NATO and with industry and the science and 
technology community, particularly with 
partners new to working in defence. A common 
lexicon can minimise misunderstandings, 
align stakeholders, and foster trust, all of 
which is essential for standardisation and 
interoperability, thereby aiding NATO in 
achieving its digital ambitions.

Digital capability is a key enabler 
for NATO’s core tasks, and 
successful digital capability 
development will be essential for 
the future success of the Alliance
The paper has also explored the role of 
digital capabilities in the context of NATO’s 
core tasks. The Alliance continues to be 
the foremost pillar of transatlantic security 
and an important element of the global 
international order. For NATO to fulfil its core 
tasks, it will need to achieve the desired 
strategic objectives as outlined in the Digital 
Transformation Implementation Strategy. Table 
S.1, below, illustrates how digital capabilities 
may contribute to NATO’s core tasks.

This is the first in a series of three papers 
exploring the evolving role of digital 
capabilities in the NATO Alliance. The second 
paper will cover implications and enablers  
of effective digital capability management  
and explore:
• Barriers and enablers to effective digital 

capability development in NATO
• Possible implications of digital capability 

development for defence spending across 
NATO

• Possible implications of underinvestment 
in digital capabilities

The third paper will cover the topic of 
interoperability in the digital environment  
and explore:
• Opportunities and challenges for fostering 

greater interoperability in the digital 
environment (particularly considering 
growing demands for digital sovereignty 
among NATO Allies)

• Implications of fostering digital 
interoperability for European strategic 
autonomy, the European defence  
industry and defence industrial 
cooperation within NATO.
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Table S.1 Illustrative examples of ways digital capability contributes to NATO core tasks

Core task Ways digital capabilities can enable the core task

Deterrence 
and defence

Digital capabilities enhance NATO’s collective defence by facilitating military operations 
and coordination among Allies through services such as C4ISR and through:
• Multi-domain operations (MDO): Technologies, such as advanced communications 

systems and artificial intelligence (AI), enable ‘digital-ready combat forces’ to 
conduct MDO, supporting real-time data sharing and situational awareness for 
synchronised military and non-military activities.

• Enhanced situational awareness: Systems such as NATO’s Alliance Data Sharing 
Ecosystem improve interoperability and operational effectiveness by providing a 
comprehensive view of the battlespace and facilitating real-time data sharing.

Crisis 
prevention and 
management

Digital technologies enhance resilience by enabling early detection and response 
to crises, ensuring continuity of operations and effective management of critical 
infrastructure.

Cooperative 
security

Digital capabilities support interoperability among Allies, allowing for effective 
joint military operations through secure communication systems and data-sharing 
platforms via:
• Interoperability: Robust digital communication and information systems, along 

with standardisation efforts, are essential for achieving seamless collaboration 
across various technological levels.

• Political consultation and data-driven decision making: Digital tools, such as those 
of the NATO Intelligence Fusion Centre or Supreme Headquarters Allied Powers 
Europe (SHAPE), facilitate secure sharing and analysis of intelligence, ensuring 
informed and timely decision making.

Source: RAND Europe analysis.
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CONCEPTUALISING DIGITAL CAPABILITY

CORE DEFINITIONS

Digital capability is a key enabler for NATO's core tasks, and 
successful digital capability development will be essential 
for the future success of the alliance. However, our analysis 
reveals a lack of universally accepted definitions, particularly 
between defence and non-defence stakeholders. 

Digital: The integration of digital technologies in military 
capability and organisational frameworks. This includes: 

Capability: The ability to create an effect through an 
integrated set of aspects: 

Digital transformation: NATO views digital transformation 
as a continuous and iterative process to develop the next 
generation of digital capabilities, while remaining adaptable 
to innovation across the alliance. 
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Chapter 1. Title 

1.1. Background
When Allied leaders gather for NATO’s 
Hague Summit, in June 2025, they will face 
several complex and challenging issues. Of 
the questions that will be put to them, few 
are more all-encompassing than how NATO 
should approach its integration and use 
of new technology. Development of digital 
capabilities that enable activities including 
data collection, analysis and sharing, as 
well as communication and coordination 
among Allies, has been a key line of effort 
(LOE) for the Alliance for several years now. 
Their importance has been pointed out in key 
documents, including NATO’s 2022 Strategic 

1 NATO (2022a; 2025).

Concept, the NATO 2030 initiative and the 
Digital Transformation Implementation Strategy 
that NATO issued in autumn 2024.1

Microsoft has commissioned papers from a 
series of different research organisations and 
think tanks, including RAND Europe, to explore 
how NATO might best approach these issues. 
These are set to appear in the months leading 
up to the Summit.

Specifically, the questions posed to RAND 
included how NATO should approach digital 
capabilities, barriers and enablers to their 
acquisition, as well as challenges and 
opportunities around issues of interoperability 
and digital sovereignty.

Chapter 1. Introduction  
and background 
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This paper, the first in a series of three from 
RAND, explores how digital capability can best 
be defined and how it can contribute to NATO’s 
core tasks.

1.2. Research approach
This paper explores three questions:

1. What is digital capability?

2. Does digital capability differ from digital 
transformation and if so, how?

3. What is the role of digital capabilities in the 
context of NATO’s key strategic priorities?

To address these questions, the research team 
combined three methods:

• A rapid evidence assessment to review 
relevant literature on existing definitions 
and conceptualisations of digital capability 
and digital transformation.

• Interviews with NATO stakeholders and 
experts working in the fields of digital 
security and cybersecurity, to explore their 
perspectives on digital capability in an 
Alliance context.

• A series of case studies to better 
understand not only how NATO as 
an organisation approaches digital 
capabilities, but also how selected Allies 

2 These countries represent a selection of NATO Allies known for their digital capabilities and others that have recently 
increased their investment in this space. The selection of case studies was discussed and agreed together with 
Microsoft.

(Estonia, Finland, Poland and Sweden) 
do so in their own national defence 
ecosystems.2 These case studies enriched 
the discussion by drawing out similarities 
and differences in national approaches to 
digital capability development, enabling 
the research team to identify examples, 
possible gaps and good practice.

1.3. Outline
This paper proceeds as follows:

• Chapter 2 describes the evolving 
understanding of the definition of digital 
capability, and how it compares to and 
complements NATO’s definition of digital 
transformation.

• Chapter 3 explores how digital capabilities 
support NATO as an organisation, as well 
as enable the Alliance’s strategic priorities.

• Chapter 4 summarises the conclusions of 
this paper and looks ahead to the next two 
in the series.

• Annex A presents the case studies of 
digital capability and transformation in 
Estonia, Finland, Poland and Sweden. 
These case studies also inform the 
analyses in Chapters 2 and 3.
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Chapter 1. Title 

Chapter 2. Understanding 
digital capability 

In this chapter, we examine the evolving 
concept and connotations of ‘digital’ within 
the context of NATO capability development 
and analyse the relationship between digital 
capability and NATO’s evolving perspective on 
digital transformation. Our research has two 
key findings:

• There are no commonly shared definitions 
of the terms ‘digital’, ‘digital capability’ and 
‘digital transformation’.

• Tensions exist in the usage of these 
contested terms, particularly between 
civilian or private-sector uses of digital 
technologies, on the one hand, and their 

3 Yasar (2023).

distinctive applications in military or NATO 
contexts, on the other.

2.1. ‘Digital’ and its relationship 
with ‘cyber’
‘Digital’ is a broad umbrella term commonly 
used in relation to digital technologies (e.g. 
electronic devices, such as computers), digital 
media (e.g. information, audio and video), 
and digital communications (e.g. emails and 
instant messaging).3 Its use as a prefix can 
make it challenging to define and understand 
this word accurately.
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While NATO’s official terminology database 
(NATOTerm) defines the word ‘digital’ as 
‘pertaining to data that consist of digits as 
well as to processes and functional units that 
use those data’,4 the term is often applied 
more broadly within NATO and the 32 national 
defence establishments that contribute to the 
Alliance, where it encompasses the integration 
and utilisation of digital technologies and 
capabilities in military operations, strategies 
and organisational frameworks. This includes 
traditional information technology (IT) and 
the CIS that provide core enterprise services 
to the Alliance, as well as the mechanisms 
for protecting these systems, such as cyber 
defence.5 Beyond CIS, areas that are commonly 
included in discussions of the digital context 
within NATO include data standardisation, 
digital interoperability and relevant emerging 
and disruptive technologies.6

4 NATOTerm Record 28685. As of 17 April 2025: https://nso.nato.int/natoterm/Web.mvc

5 NATO (2024a).

6 NATO (2024b).

7 NATO (2016). 

8 NATOTerm Record 39180. As of 17 April 2025: https://nso.nato.int/natoterm/Web.mvc

Additionally, ‘digital’ is often mentioned in the 
context of cyberspace and cybersecurity (see, 
for example, the Finnish, Polish and Swedish 
case studies in Annex A), but the differences 
between ‘cyber’ and ‘digital’ are fuzzy. 
Sometimes the definition of ‘digital’ is broader 
than that of ‘cyber’, and sometimes ‘digital’ 
is perceived as a subset of ‘cyber’. At times, 
the terms are used interchangeably. The two 
are closely related. Once you possess digital 
technologies, which may have vulnerabilities or 
pose significant security risks, implementing 
cyber measures for their protection becomes 
essential. Some of the tension in the relationship 
between ‘cyber’ and ‘digital’ arises from the 
doctrinal recognition and discussion of cyber 
as a distinct operational domain. The box below 
clarifies the difference between cyber as an 
operational domain and cyber defence as an 
integral component of the digital landscape.

Box 2.1 Cyberspace vs cyber defence as an operational domain

NATO recognised cyberspace as an operational domain during the 2016 Warsaw Summit, 
when it acknowledged ‘cyberspace as a domain of operations in which NATO must defend 
itself as effectively as it does in the air, on land, and at sea’. The idea of cyberspace as a 
domain integrates cyber defence and, potentially, offence across the Alliance’s three core 
tasks: deterrence and defence, crisis prevention and management, and cooperative security.7 
Cyber defence refers to the practical ‘means to achieve and execute defensive measures to 
counter cyber threats and mitigate their effects, and thus preserve and restore the security 
of communication, information or other electronic systems, or the information that is stored, 
processed or transmitted in these systems’.8

https://nso.nato.int/natoterm/Web.mvc
https://nso.nato.int/natoterm/Web.mvc
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Within the context of digital capability and 
transformation, cyber defence is, therefore, 
an essential component. Similarly, there 
are overlaps between any discussion of 
digital and the electromagnetic environment 
through which digital communications 
are passed; the same is true of the space 
domain, which depends so heavily on digital 
technologies and which, in turn, contributes 
to terrestrial digital infrastructure via 
provision of such services as space-based 
connectivity or timing signals.9

2.2. Digital capability and its 
relationship with NATO capability 
development
There is currently no universally agreed-upon 
definition of ‘digital capability’, including in the 
defence context.10 Across government, military, 
industry and academic documents in this 
topic area, sources often use the term without 
defining it, often interchangeably with other 
terms or concepts.11 This poses barriers to 
cross-sectoral collaboration at a national level, 
and the situation is made more complicated 
in an Alliance of 32 nations, where divergent 
definitions and priorities only throw up further 
barriers to cooperation and interoperability. Our 
research has identified two key tensions here:

1. The distinction between civilian and military 
interpretations of ‘capability’.

2. The varying understandings of 
‘transformation’.

9 Shea (2025).

10 Melhem & Jacobsen (2021). 

11 Schneider (2025). 

12 Cambridge Dictionary (n.d.).

13 Melhem & Jacobsen (2021). 

14 Melhem & Jacobsen (2021). 

15 NATOTerm Record 27626. As of 17 April 2025: https://nso.nato.int/natoterm/content/nato/pages/home.html?lg=en

In the simplest sense, ‘capability’ refers to ‘the 
ability to do something’.12 According to the 
World Bank, the concept of digital capability 
is relatively new, and there is no single, 
commonly used definition. In the academic 
literature, it is often associated with the 
private sector, focusing on how companies 
leverage digital tools to reskill their workforce, 
enhance productivity, improve infrastructure 
and optimise products or services. In contrast, 
the usage of the term in the public sector 
has so far been more limited.13 Definitions 
of ‘digital capability’ in the private sector 
typically focus on specific capabilities, such 
as data management, infrastructure and 
platforms, systems and applications and 
cybersecurity. However, some extend to 
include enablers of digital capability, such as 
organisational culture and leadership.14 This 
broader perspective aligns more closely with 
the military understanding of capability, which 
encompasses not only specific technologies, 
but also the supporting elements that enhance 
overall effectiveness.

In NATO, on the other hand, capability refers 
to ‘the ability to create an effect through 
employment of an integrated set of aspects 
categorized as doctrine, organization, training, 
materiel, leadership development, personnel, 
facilities and interoperability’.15 This integrated 
set of aspects, which is sometimes referred to 
using their acronym (DOTMLPFI), underscores 
NATO’s view of capability as a broader, 
system-level concept that goes far beyond 
hardware or software.

https://nso.nato.int/natoterm/content/nato/pages/home.html?lg=en
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Capabilities can also take various forms, 
highlighting the importance of specificity when 
discussing digital capability within a NATO 
context. As illustrated below, capabilities exist 
on a spectrum ranging from NATO-owned 
and -operated capabilities to those specific to 
individual countries. This spectrum may also 
include bi- or multilateral capabilities, as well 
as those offered to NATO by individual Allies 
or groupings thereof. Additionally, capabilities 

16 The NDPP is a structured framework designed to harmonise national and Alliance defence planning, ensuring 
Allies collectively develop the forces and capabilities needed to meet security objectives. It focuses on identifying 
requirements, setting targets and facilitating implementation through a five-step cycle, while promoting 
interoperability and fair burden sharing. For more information, see NATO (2022b).

can be classified along another axis, as either 
enabling capabilities (e.g. CIS technologies) or 
effector capabilities (e.g. electronic warfare). 
The nature of a given capability determines 
the involvement of various NATO stakeholders, 
processes and regulations. Overall, all 
capabilities, including digital ones, are guided 
by the NATO Defence Planning Process 
(NDPP).16

Figure 2.1 An illustrative digital capability spectrum

Source: RAND Europe analysis.

'Effector 
technologies'

Sovereign 
capability

NATO 
capability

'Enabling 
technologies'

Industry 
involvement
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While NATO does not provide a specific 
definition of digital capability (see Chapter 3 for 
a more detailed discussion of NATO’s digital-
related ambitions), it is evident that digital 
capability in an Alliance context encompasses 
the broader concept of capability as integrating 
efforts across DOTMLPFI.17

2.3. NATO’s perspective on digital 
transformation
Our research also identified varying 
understandings of ‘transformation’. As 
illustrated in the figure below, tensions 
exist between viewing capability as a time- 
and resource-bound effort supported by 
ongoing transformation (or vice-versa) or, 
conversely, as two continuous and mutually 
reinforcing processes.18 In recent years, NATO 
has published strategies related to digital 
transformation. At the Madrid Summit, in 2022, 
Allies agreed on the need to strengthen NATO’s 
technological edge. In response, NATO has 
published the Digital Transformation Vision 
and its accompanying Digital Implementation 
Strategy (see box below). This strategy 
provides a roadmap that outlines how NATO 
will leverage digital technologies in executing 
its core tasks.19

NATO states that the implementation effort 
will be a continuous, multifaceted process, 
spanning multiple years, addressing the three 
pillars of people, processes and technology.20 
Additionally, data are mentioned as a fourth 

17 NATO (2024c). 

18 As illustrated by the case study countries, which have various digital initiatives aimed at a range of developing 
specific capabilities, time-bound strategic investment efforts or long-term continuous transformation efforts (see 
Annex A).

19 NATO (2024c).

20 NATO (2025).

21 NATO (2024c).

22 NATO’s ACT (2024). 

23 Soare (2023).

and crucial enabling pillar.21 The overall goal is 
to develop a workforce that is fully prepared 
for the digital era, to adopt flexible and 
agile processes, and to lead the way in the 
development and deployment of innovative 
technological solutions, such as AI, big data 
and quantum technologies.22 This approach 
is reflected in the case study countries, which 
emphasise the importance of pursuing both 
digital literacy (i.e. achieving basic digital skills 
across entire organisations) and digital skills 
and workforce development (i.e. ensuring 
there are sufficient specialised knowledge, 
skills and ability to successfully implement 
and use digital technologies). The approach 
also contributes to NATO’s strategic advantage 
both through direct applications in military 
operations and through the benefits of digital 
capabilities in ‘back office’ functions (e.g. 
increased productivity in procurement teams or 
headquarters).

NATO’s vision and strategy also reflect 
academic understandings of digital 
transformation as a ‘process that entails 
profound changes in organisational policies, 
culture and skillsets to ensure that routine 
processes go from being analogue and 
manual to automatic and autonomous – via 
virtualisation, Application Programming 
Interfaces (APIs), cloud- and edge-
computing infrastructure, next generation 
communications, aligned cybersecurity and 
-defence policies and, critically, a mature 
defence-data management system’.23 This 
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broader conceptualisation of transformation is 
underscored by the case studies, particularly 
of Finland and Sweden, which emphasise 
that digital transformation involves not only 

acquiring new technology, but also adopting 
new processes, organisational structures and 
essential training.

Box 2.2 NATO’s Digital Transformation Implementation Strategy

The Digital Transformation Implementation Strategy aims to transform NATO’s operations 
by leveraging modern technologies; addressing gaps; and fostering cooperation with Allies, 
industry, civil society and academia.

It seeks to achieve four strategic outcomes:

1. Multi-domain operations: This refers to the ability of the Alliance to operate across all 
domains, with effective command and control.

2. Multi-domain interoperability: This is essential to the strategy, and processes must be 
modern, standardised and coherent across NATO members.

3. Enhanced situational awareness: This allows for better anticipation of risk and crisis 
response through access to real-time data on the multi-domain operations unfolding at any 
point.

4. Enhanced political consultation and data-driven decision making: These enable informed 
decision based on accurate data. A key mechanism to implement this vision is the Alliance 
Data Sharing Ecosystem, which aims to establish a norm of ‘sharing interoperable data to 
achieve Allied objectives’ so that it becomes a ‘shared responsibility for Allies and the NATO 
Enterprise alike.’

This includes several strategic deliverables:

• Execution of Alliance digital initiatives

• Alignment of programmes

• Cultivation of digital-ready workforce and combat forces

• Development of information and communications technology (ICT) services for a data-
driven Alliance

• Data-centric governance

• Rollout of a Digital Interoperability Framework

• Promotion of digital-ready processes

• Development of a Digital Backbone

• Development of an Alliance Data Sharing Ecosystem

• Cooperation with industry and academia.

Source: NATO (2025).
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The Digital Implementation Strategy highlights 
three key findings regarding the concept of 
digital capability and its relationship to the 
concept of digital transformation:

1. NATO views digital capability as a key 
enabler for its core tasks, a topic further 
explored in the following chapter.

2. NATO considers digital capability to 
encompass, but not be limited to, the more 
prominent examples, such as traditional IT, 
CIS or cyber defence.

3. NATO perceives transformation as an 
ongoing and iterative process that will 
facilitate the development of the next 
generation of digital capabilities while 
remaining adaptable to innovation across 
its people, processes, technology and data.

Building a shared understanding of key 
terminology is essential for effective 
cooperation across NATO and with industry – 
especially in relation to industry and technology 
partners who may be new to defence or to the 
Alliance. By minimising misunderstandings 
and ensuring alignment among stakeholders, 
a common lexicon can help NATO achieve its 
digital ambitions and ensure innovation. Shared 
language and understanding of ambitions 
can also help build trust and strengthen long-
term relationships, which are essential for 
standardisation and interoperability.
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NATO’s 2022 Strategic Concept outlines three 
core tasks: deterrence and defence, crisis 
prevention and management, and cooperative 
security.24 The Washington Summit Declaration 
reinforced these tasks by highlighting NATO’s 
role as ‘the unique, essential, and indispensable 
transatlantic forum to consult, coordinate, 
and act on all matters related to our individual 
and collective security’ in an increasingly 
uncertain and fragile international geopolitical 
environment.25 The previous communiqués, 
from the Madrid and Vilnius Summits, also 
reaffirmed NATO’s role in collective defence.26

24 NATO (2022a).

25 NATO (2024d).

26 NATO (2022c; 2023a).

27 See Benson (2024); NATO (2021a); Swicord (2022); Atlantic Council (n.d.). 

Stakeholders and experts differ in their 
interpretations of how these core tasks should 
be achieved, suggesting several different 
priorities. Building resilience, strengthening 
European territorial and cyber or space 
defences, preserving NATO’s technological 
edge, and improving Allied burden sharing and 
interoperability are all among the priorities 
most frequently mentioned by observers.27 
With 32 members, the Alliance can find it 
challenging to agree on specific strategic or 
geographic priorities, let alone the underpinning 
operational and tactical goals; observers have 

Chapter 3. Digital capability for 
achieving NATO’s core tasks 
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also pointed out that, while NATO’s core tasks 
are clear, agreeing on a path to implementation 
remains the Alliance’s key challenge.28

Regardless of how these individual tasks for 
NATO are defined, however, digital capabilities 
remain a key enabler across the board, as 
illustrated by the four strategic outcomes of 
the Digital Transformation Implementation 
Strategy (ensuring an MDO-enabled alliance, 
bolstering interoperability across all domains, 
enhancing situational awareness, and enabling 
political consultation and data-driven decision 
making).29 Each of these requires different 
technical capabilities, as well as the people, 
processes and data that underpin them.30

Digital transformation is ultimately achieved 
in collaboration with Allies, industry and 
academia. The responsibility for digital 
transformation within NATO involves multiple 
stakeholders, which can create challenges.31 

28 Atlantic Council (n.d.).

29 NATO (2025).

30 NATO (2024c).

31 Soare (2023).

32 Soare (2023).

This is largely due to the complexity of 
the division of labour, which can lead to 
misunderstandings and hinder cooperation 
among agencies, as well as among NATO, 
Allied governments and militaries, and 
industry.32 Some of the key barriers are 
incentives and sovereignty; countries generally 
want to retain sovereign control over as 
much of their sensitive digital infrastructure 
as possible. Additionally, aligning incentives 
among large commercial companies and the 
defence sector is often difficult, particularly 
when commercial entities are publicly listed 
and beholden to shareholders. Their interests 
frequently drive corporate behaviour, often 
regardless of national security considerations. 
For dual-use companies, these incentives 
need to align better with defence priorities, to 
foster effective collaboration. Table 3.1, below, 
outlines some of the key actors involved in this 
digital transformation at the NATO level.

Box 3.1 Opening paragraph of the 2024 Washington Summit Declaration

‘We, the Heads of State and Government of the North Atlantic Alliance, have gathered in 
Washington to celebrate the 75th anniversary of our Alliance. Forged to preserve peace, NATO 
remains the strongest Alliance in history. We stand in unity and solidarity in the face of a brutal 
war of aggression on the European continent and at a critical time for our security. We reaffirm 
the enduring transatlantic bond between our nations. NATO remains the unique, essential, and 
indispensable transatlantic forum to consult, coordinate, and act on all matters related to our 
individual and collective security. NATO is a defensive Alliance. Our commitment to defend one 
another and every inch of Allied territory at all times, as enshrined in Article 5 of the Washington 
Treaty, is iron-clad. We will continue to ensure our collective defence against all threats and 
from all directions, based on a 360-degree approach, to fulfil NATO’s three core tasks of 
deterrence and defence, crisis prevention and management, and cooperative security. We are 
bound together by shared values: individual liberty, human rights, democracy, and the rule of 
law. We adhere to international law and to the purposes and principles of the Charter of the 
United Nations and are committed to upholding the rules-based international order.’

Source: NATO (2024e).
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Table 3.1 NATO institutional stakeholders involved in digital transformation

Stakeholder Description

Allied Command 
Transformation (ACT)

ACT is NATO’s Warfare Development Command, focused on applying innovation 
to capability development to deliver more effective operational capabilities. 
Established in 2012, ACT’s Innovation Branch is responsible for defining capability 
requirements and leading NATO’s digital transformation to facilitate MDO.33 

Allied Command 
Operations (ACO)

ACO is NATO’s Strategic Warfighting Command, responsible for planning and 
executing all military operations to achieve Alliance objectives. It ensures 
interoperability across domains, integrates digital capabilities, such as enhanced 
situational awareness and secure communication systems, and supports NATO’s 
wider digital transformation to improve operational effectiveness.34

Supreme Headquarters 
Allied Powers Europe 
(SHAPE)

SHAPE is the strategic-level headquarters of ACO, located in Mons, Belgium. It 
plays a critical role in digital capabilities and cyber defence, including by hosting the 
Cyberspace Operations Centre and the NATO Cyber Security Centre.35

NATO Communications 
and Information Agency 
(NCI Agency)

The NCI Agency was established in July 2012, with the aim of helping NATO 
maintain its technological edge. Among other areas, the NCI Agency focuses on 
providing NATO with technology and innovations, as well as fostering its digital 
transformation, which includes modernising the Alliance’s Digital Backbone.36

Digital Policy 
Committee (DPC)

The DPC is a multinational NATO policy committee focused on consultation, 
command and control, and it is leading NATO’s digital transformation. The 
committee is responsible for developing policies and providing guidance in these 
areas, as well as in interoperability standards and cyber defence.37 

Defence Innovation 
Accelerator for the 
North Atlantic (DIANA)

DIANA is an organisation aimed at identifying and accelerating dual-use innovation 
capacity across NATO. Its focus areas include big data, AI, autonomy, quantum 
technologies, biotechnologies and human enhancement, energy and propulsion, 
novel materials, advanced manufacturing and aerospace.38

NATO Advisory Group 
on Emerging and 
Disruptive Technologies

The advisory group was established in July 2020 and comprises 12 external 
experts, who are responsible for advising the Alliance on optimising its innovation 
efforts. Additionally, it serves as an adviser to DIANA.39 

NATO’s Data and AI 
Review Board

The Board spearheads NATO’s efforts to ensure responsible development and use 
of AI by helping to operationalise the principles agreed in the Alliance’s AI strategy.40 

Source: RAND Europe analysis.

33 NATO ACT (2023a).

34 NATO (2024e).

35 SHAPE NATO (n.d.). 

36 NCI Agency (n.d.).

37 NATO (2024b).

38 DIANA (n.d.).

39 NATO (2024f).

40 NATO (2024f).
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The remainder of this chapter therefore 
discusses each of NATO’s core tasks described 
in the 2022 Strategic Concept and how they 
are underpinned by the strategic outcomes 
described in the Digital Transformation 
Implementation Strategy.

3.1. Deterrence and defence
Deterrence refers to NATO’s ability to dissuade 
an adversary from attacking any of the 
NATO members, either through the threat 
of punishment (e.g. military retaliation) or 
through denial (i.e. by making it prohibitively 
expensive for the adversary to achieve 
its goals).41 NATO primarily achieves this 
through collective defence under Article 5, a 
commitment which is upheld through both 
conventional military forces and the nuclear 
capabilities of relevant Allies.

Demonstrating NATO members’ willingness 
and ability to defend themselves is therefore 
a key cornerstone of the Alliance’s deterrent 
effect. The ability to conduct operations 
across all five recognised domains is therefore 
critical. However, deterrence also depends on 
NATO Allies’ demonstrated ability to operate 
in a concerted manner not only in the military 
sphere, but also across the other diplomatic, 
information, military, economic, financial, 
intelligence and law enforcement (DIME-FIL) 
instruments of power. The collective sanctions 
that many Allied nations levied on Russia 
following its 2022 invasion of Ukraine provide 
a recent example.42 NATO also emphasises 
resilience and preparedness (see Section 3.2) 

41 Petersen (2016).

42 Ruth (2025).

43 Article 3 of the North Atlantic Treaty obligates Allies that they ‘separately and jointly, by means of continuous and 
effective self-help and mutual aid, will maintain and develop their individual and collective capacity to resist armed 
attack’ (NATO 2009). 

44 NCI Agency (n.d.a). 

45 NATO ACT (2023b). See also Black & Lynch (2021); Black, et al. (2022); Spirtas (2018).

to help Allies meet their Article 3 obligations.43 
This focus on resilience serves as an additional 
method of deterrence by denial, increasing the 
costs an adversary would expect to incur to 
execute a successful attack.

Digital capabilities underpin Allies’ ability 
both to conduct military operations and to 
act in other areas. Further, coordination and 
integration among NATO members is also 
enabled by numerous digital capabilities. The 
services provided by the NCI Agency to the 
Alliance, which include provision of technical 
systems for command and control (C2), joint 
intelligence, surveillance and reconnaissance 
(ISR), as well as satellite communications, 
exemplify the extensive range of digital 
services that facilitate successful deterrence 
and defence.44

To illuminate more specific ways in which 
digital capabilities contribute to this task, the 
following section discusses MDO, which, as a 
key area of NATO activity, are defined as one 
of the four strategic outcomes sought by the 
Digital Transformation Implementation Strategy.

3.1.1. Multi-domain operations

An evolution of previous concepts for joint 
operations, MDO is about the more ambitious 
integration and coordination of activities on 
and off the battlefield, across all environments, 
including the five recognised operational 
domains (namely, air, land, maritime, cyber and 
space).45 MDO is defined as the ‘orchestration 
of military activities, across all domains and 
environments, synchronized with non-military 
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activities, to enable the Alliance to deliver 
converging effects at the speed of relevance’.46

The Digital Transformation Implementation 
Strategy recognises the importance of digital 
transformation to produce ‘digital-ready 
combat forces’ that can conduct MDO.47 
Elements such as situational awareness 
(see 3.1.2) and C2 are critical for ensuring 
that personnel, platforms and weapons can 
communicate and coordinate their activities. 
This might be over a wide geographical area, 
such as the use of satellites to facilitate 
communications between a Carrier Strike 
Group and its supporting aircraft, or focused 
on the deconfliction of multiple systems 
within a small, crowded area, such as drone 
swarming.48 A number of technology areas 
are therefore key enablers for MDO, including 
communications systems, such as fifth-
generation (5G) and sixth-generation (6G) 
telecommunications and mesh radio networks, 
as well as networks of sensors.49

The sharing of data to ensure a common 
operating picture and to deconflict missions 
in a complex operating environment is 

46 NATO ACT (2022).

47 NATO (2025).

48 Kallenborn (2024).

49 Lucas, et al. (2024).

50 Ellis, et al. (2024).

51 Lucas, et al. (2024).

52 NATO ACT (n.d.a).

53 Gubbels (2023).

54 NATO C2COE (2020).

another crucial enabler.50 AI and machine 
learning (ML) can also help fuse, process and 
analyse that data to offer decision-support 
tools, enabling decisions to be made with 
better information, at an elevated tempo.51 To 
improve information sharing, decision making 
and C2, NATO’s Military Committee issued 
guidance on establishing a Federated Mission 
Networking (FMN) as early as November 
2012. The main objective of FMN is to connect 
forces participating in an operation to a 
federated mission environment, which, in turn, 
supports C2 and decision making through 
improved information sharing.52 This includes 
addressing the organisational, procedural, 
technical, security and human aspects of 
connecting nations and organisations.53 As 
such, the FMN is a key contribution to the 
Connected Forces Initiative that aims to help 
NATO and its partners communicate, train 
and operate together.54 To further support 
these efforts, ACT has devoted significant 
effort towards delivering a secure and scalable 
cloud environment, intended to serve as the 
foundation of the future Digital Backbone (see 
Box 3.2).
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Box 3.2 The NATO Digital Backbone

One proposed solution for the challenges of MDO is the NATO Digital Backbone (NDBB). 
NATO documents define the NDBB as ‘a federation of networks and systems that [provide] 
the technical means for a resilient, scalable and secure digital service continuum’ and enable 
data-driven decision making.55 As envisioned, it includes services both in a centralised cloud 
and on the network ‘edge’, for a wide variety of sensors, stakeholders and effectors across both 
traditional and non-traditional domains. The Digital Transformation Implementation Strategy 
further envisages the NDBB depending on a ‘service-oriented architecture paradigm’.56

55 NATO (2024g).

56 NATO (2025).

57 Ellis, et al. (2024).

58 NATO (2024g); NATO Modelling & Simulation Group (n.d.).

59 NATO (2025).

Source: NATO (2021a; 2024g).

More complex and realistic exercises are 
also a key enabler for MDO, enabling the 
testing of new concepts and technologies, 
the rehearsal of large-scale operations, and 
opportunities for Allies to become more 
familiar with each other’s ways of working.57 
While exercises can take place in the real 
world, synthetic environments can offer a 
more low-cost, environmentally friendly means 
to hold exercises. The Digital Transformation 
Implementation Strategy therefore recognises 
synthetic environments as a key technology 
area for supporting effective MDO – a 
technology that is supported by the work of the 
NATO Modelling & Simulation Group.58

3.1.2.Enhanced situational awareness

Enhanced situational awareness is a crucial 
enabler of MDO. It provides a common and 
comprehensive view of the battlespace, thereby 
improving interoperability and coordination 
among Allies and enhancing operational 
effectiveness and efficiency. As described 
in Box 3.3, systems such as NATO’s Alliance 
Data Sharing Ecosystem (ADSE) have been 
established to provide NATO commanders and 
forces with the necessary digital capabilities. 
However, these new capabilities are still 
evolving and developing.

Box 3.3 Alliance Data Sharing Ecosystem

In the autumn of 2024, NATO launched a new initiative called the Alliance Data Sharing 
Ecosystem. ADSE supports situational awareness and data-driven decision making by 
leveraging ‘a combination of sensor networks, multiple data sources and advanced analytics 
to present a real-time consolidated multi-domain picture’.59 The system is ultimately intended 
to share both operational and training data to help Allies better collaborate. It is hoped that, 
when ADSE is fully operational, it will be a force multiplier for NATO members. The pilot phase is 
scheduled to run to the end of 2025.

Source: NATO (2024d; 2025).
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However, enhanced situational awareness 
also has wider value for helping to understand 
and manage the wider global landscape 
across a variety of DIME-FIL elements.60 
Digital capabilities fundamentally underpin 
the ability both to collect and to cohere 
information for situational awareness: a wide 
variety of sensors, including those necessary 
for signals, image and measurement and 
signatures intelligence,61 provide intelligence, 
while communications technologies allow 
Allies to share this picture securely. Such 
information can be critical in, for example, 
managing ladders of escalation in deterrence 
efforts or in understanding when the threshold 
of armed conflict has been breached. As 
the next section will also explore, situational 
awareness can also be a key tool for 
managing crisis prevention and management 
through early warnings, attribution or use 
of horizon-scanning tools to understand the 
environment in which an event has taken 
place. It can even help support an effective 
response: detailed longitudinal data from 
sensors, for example, can help identify 
anomalies or changes that might indicate an 
imminent crisis or natural disaster.62

3.2. Crisis prevention and 
management
In addition to deterring aggression and 
defending each another against attack, NATO 
Allies are also tasked with helping prevent and 
manage crises.63 These can be human-made 
or naturally occurring, ranging from invasion to 
climate change to natural disaster. Regardless 

60 For a more detailed discussion of the DIME-FIL levers, please see Rodriguez, et al. (2020).

61 For a more detailed discussion of the various types of intelligence collection disciplines, please see Federation of 
American Scientists (n.d.).

62 See Caves, et al. (2021) for more information about how horizon-scanning tools can be applied to prepare for and 
enhance resilience.

63 NATO (2022a).

64 NATO (2024e).

of the underlying cause, digital capabilities 
play a key role in anticipating, preventing and 
mitigating the effects of crisis situations.

This section delves into the underpinning 
strategic priority of resilience to further 
illuminate how this task might be performed, 
and the ways in which digital capabilities play a 
key role.

3.2.1. Crisis prevention and response

NATO contributes in several ways to crisis 
prevention and response, employing a 
comprehensive approach that integrates 
political, military and humanitarian tools. To 
prevent crises or conflict from materialising, 
NATO seeks to reduce tensions through 
diplomacy, capacity building and cooperative 
security measures, including training, education 
and defence planning with partner nations. The 
Alliance also maintains situational awareness 
and early warning systems that can assess 
potential or emerging crises to relevant 
response mechanisms.64

Crisis prevention and response is a 
collaborative effort where the Alliance works 
closely with key partners, such as the United 
Nations, the Organization for Security and 
Co-operation in Europe (OSCE) and the 
European Union (EU), as well as civilian 
actors, non-governmental organisations 
and local authorities. Digital capabilities 
provide key enablers for successful crisis 
prevention and management, including 
real-time data collection and analysis for 
situational awareness, secure communication 
systems between NATO and partners, and 
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cyber defence to ensure resilient information-
sharing mechanisms.

3.2.2. Resilience

Resilience refers to a society, organisation or 
individual’s ability to absorb, respond to and 
recover from crises, which might include a 
natural disaster, a failure of critical infrastructure, 
or an armed attack. Resilience is key in ensuring 
the continuity of NATO’s activities and, as such, 
it is rooted in Article 3, which requires Allies 
to ‘maintain and develop their individual and 
collective capacity to resist armed attack.’65 
The requirement for much broader political, 
economic, technological and societal resilience 
in the face of hostile acts below the threshold 
of war is a challenge increasingly recognised 
by NATO since the Russian invasion of Crimea 
and eastern Ukraine in 2014. This refocusing 
began at the 2016 Warsaw Summit, with the 
establishment of seven baseline requirements 
for national resilience (see Box 3.4), which also 
contributed to the establishment of the joint 
EU-NATO Centre of Excellence for Countering 
Hybrid Threats in Helsinki (see Finnish case 
study in Annex A).66 It was further reinforced by 
the 2020 Warfighting Capstone Concept, which 

65 NATO (2024h).

66 Hall & Sandeman (2022); NATO (2021).

67 Hall & Sandeman (2022); NATO (2021).

68 NATO (2022d).

69 Caves, et al. (2021).

70 Covington (2023).

identified ‘layered resilience’ as one of the five 
‘development imperatives’ essential for success 
in an era of persistent competition below the 
threshold of war. Additionally, the Strengthened 
Resilience Commitment, agreed upon in 2021, 
renewed and reinforced the commitments made 
at the 2016 Warsaw Summit.67

In 2022, NATO established the Resilience 
Committee, an advisory body responsible for 
the strategic and policy direction, planning 
guidance and general coordination of 
activities in the areas of resilience and civil 
preparedness.68 Similarly, individual Allies, 
including the newest members, Finland and 
Sweden, have also adopted measures to 
enhance their citizens’ ability to respond to 
crisis.69 In reaction to the full-scale invasion 
of Ukraine, NATO adopted a new Strategic 
Concept, in June 2022, which is underpinned 
by the Concept of Deterrence and Defence 
of the Euro-Atlantic Area (DDA). The DDA 
considers the demands of modern warfare 
and the changing security environment and is 
described as ‘purpose-driven vigilance  
in peacetime’.70

Box 3.4 NATO’s baseline requirements for national resilience

1. Assured continuity of government and critical government services

2. Resilient energy supplies

3. Ability to deal effectively with uncontrolled movement of people

Source: Roepke & Thankey (2019).
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As these requirements demonstrate, resilience 
is not only about NATO’s ability to conduct 
operations across all domains, but also about 
securing its Allies’ civilian infrastructure and 
wider societal functions in a digital age. The 
digital capabilities required for this task are 
therefore vast, from the ICT infrastructure 
that underpins financial markets to the radar 
that tracks commercial aircraft for air traffic 
control and from weather monitoring to civilian 
5G networks. The ability to store and process 
data across various geographic locations, 
such as through cloud and edge computing, is 
undoubtedly an enabler of resilience; however, 
it also presents challenges in terms of security 
and dependency. As mentioned in Section 
3.1.2, digital capabilities can also enable 
early detection of and warning about crises 
or natural disasters, while horizon-scanning 
systems can warn of possible threats before 
they fully manifest.

Of course, with digital capabilities underpinning 
critical functions, including critical national 
infrastructure, their ability to persist and 
maintain functionality under a variety of 
circumstances becomes a key line of effort. As 
NATO Secretary General Jens Stoltenberg has 
noted, NATO Allies might be ‘more prosperous’ 
in ‘today’s interconnected and digital world... but 
they are also... more vulnerable’.71 Cyber attacks 
were, for example, a key component of Russia’s 
strategy to weaken and disrupt Ukraine prior 
to invasion.72 Russian attacks on the national 
infrastructure of NATO members in both cyber 
and physical space have persisted in an effort 
to limit Allies’ ability to support Ukraine.73 Digital 
technologies and social media platforms, 

71 Hall & Sandeman (2022).

72 NCSC (2022); Office for Budget Responsibility (2022).

73 Jack (2024); Jones (2025). 

74 NATO (2022a).

75 NATO (2022e).

similarly, expose the democratic societies of the 
NATO Alliance to new threats in the information 
environment, such as through disinformation, 
misinformation and hostile psychological 
or information operations. Growing societal 
reliance on space-based services and data, 
similarly, brings new vulnerabilities, such as to 
jamming, hacking or spoofing of signals or to 
kinetic attacks on satellites – as well as new 
opportunities for NATO.

The increasing reliance on the private sector for 
critical infrastructure and resilience, including 
in cyber and space, underscores an important 
dynamic in this context. National governments 
and NATO depend on private entities to 
provide essential services and technologies, 
which can enhance overall resilience but also 
introduce vulnerabilities. As digital capabilities 
play a crucial role in strengthening resilience, 
they simultaneously expose nations to risks 
associated with cyber threats and other 
disruptions. This dual reliance on both public 
and private sectors highlights the need for 
robust cooperation both between the civil and 
military sectors, as well as between NATO and 
private industry. 

3.3. Cooperative security
The fundamental bedrock of NATO is the idea 
of cooperative security.74 The ultimate example 
of this is the nuclear umbrella: through the 
NATO Nuclear Sharing Arrangements,75 as well 
as national commitments from nuclear-armed 
powers within the Alliance, NATO members 
can have the protection of a nuclear umbrella 
without pursuing nuclear programmes of their 
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own. Cooperative security is enabled by the 
ability of 32 different armed forces to conduct 
military operations together – often referred to 
as interoperability – as well as their respective 
governments’ ability to reach consensus via 
political consultations, e.g. at the North Atlantic 
Council. Allies’ ability to do both relies on a 
range of digital capabilities; these are therefore 
key strategic priorities for NATO’s Digital 
Transformation Implementation Strategy.76

3.3.1. Interoperability across  
Allied nations

As mentioned above, NATO defines 
interoperability as ‘the ability for Allies to act 
together coherently, effectively and efficiently 
to achieve tactical, operational and strategic 
objectives’.77 This, then, enables NATO to bring 
the mass and capabilities of all Allies to bear, 
rather than requiring each nation to confront 
challenges unilaterally. This ability to collaborate 
is dependent on digital capabilities for 
communications, information sharing, shared 
situational awareness and many other areas.

CIS are a critical enabler of interoperability 
across a range of functions, and therefore so 
are the digital capabilities that enable them. 
Integrated systems for command, control, 
communications, computers, intelligence, 
surveillance and reconnaissance (C4ISR) are 
therefore key: not only must each member 
nation have their own systems, but Allies’ 
systems need to be able to communicate 
with each another. These systems can 

76 NATO (2025).

77 NATO (2023b).

78 Zero trust is a security model that prioritises continuous verification of users, devices, and access requests 
regardless of location.

79 Secure by design seeks to build security into systems from the start through proactive measures, such as risk 
assessments, testing and secure coding practices.

80 NATO ACT (n.d.b). 

exist across a broad range of levels of 
technological sophistication, from analogue 
radios to quantum communications. Keeping 
these communications and data secure and 
confidential requires yet more capabilities, 
primarily encryption; areas such as post-
quantum encryption are currently areas of 
significant investment.

Data sharing and common storage, including 
for the outputs of sensors, are also key 
capabilities; NATO hopes to be able to 
provide enhanced capabilities through cloud 
capabilities and the NDBB. Security of digital 
capabilities includes both technological and 
people dimensions. Technologies solutions, 
such as encryption and an increasing emphasis 
on zero trust,78 will be essential to realise 
NATO’s ambition of secure by design.79 Equally, 
comprehensive cybersecurity awareness at all 
levels throughout the Alliance will be required 
to operate these digital capabilities safely.

Interoperability presents challenges not only 
at the forefront of technology, but also with 
older digital capabilities. For instance, ensuring 
that radios operate on the same frequency 
can hinder interoperability even among legacy 
systems. Achieving interoperability often 
requires extensive cooperation, research and 
development, facilitated by entities such as the 
NATO Science and Technology Organisation, 
DIANA, and the NATO Centres of Excellence 
(COEs).80 Additionally, the Standardisation 
Agreement mandates member nations to 
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implement specific standards to enhance 
interoperability.81

Standardisation is in fact a key element 
allowing NATO Allies to work together 
effectively and efficiently. The process of 
standardisation includes the ‘development 
and implementation of concepts, doctrines 
and procedures to achieve and maintain 
the required levels of compatibility, 
interchangeability or commonality’ and is 
overseen by a number of bodies, including 
the Committee for Standardisation, the 
NATO Standardisation Office and the NATO 
Standardisation Staff Group.82 However, as 
will be further explored in subsequent RAND 
papers, such cooperation continues to be 
a challenge for NATO and its 32 Allies.83 
Therefore, interoperability remains an enduring 
challenge across the spectrum of technological 
sophistication. Box 3.5 discuss one way in 
which NATO is hoping to achieve this in the 
digital space.

81 NATO (2022f).

82 NATO (2022f).

83 Paper 3 will discuss the challenges of defence industrial and scientific cooperation in more detail.

84 NATO (2025).

85 NIFC (n.d.).

86 Lucarelli, et al. (2021).

3.3.2. Political consultation and data-
driven decision making

In an alliance of 32 countries, robust 
mechanisms for consultation and decision 
making are crucial. Further, ensuring that 
decision making is informed by current and 
relevant data is critical.84 To this end, the 
Alliance has, for example, established the NATO 
Intelligence Fusion Centre (set up in the United 
Kingdom [UK] in 2007) in order to ‘facilitate the 
sharing and fusion of intelligence, contribute to 
filling intelligence gaps within Allied Command 
Operations, and to support the planning and 
execution of operations’.85 In an age where 
disinformation and misinformation are rife, and 
where adversaries actively seek to undermine 
the Alliance observe-orient-decide-act (OODA) 
loop, secure digital means of communicating, 
verifying and securing information are 
important capabilities.86 Digital decision-
support tools also represent the capability for 
informing and speeding up decisions, through 
the use of AI, ML and advanced analytics.

Box 3.5 Digital Interoperability Framework

NATO’s Digital Transformation Implementation Strategy proposes the adoption of a Digital 
Interoperability Framework. As envisaged, ‘a common approach will be established for willing 
Allies to offer ICT services … digital interoperability goes beyond the development of new 
technologies and includes innovation acquisition, operations and sustainment of legacy 
products. The implementation … will contribute to the quality of data and ICT services.’ The 
Digital Interoperability Framework was discussed at the Digital Policy Committee’s Autumn 
Plenary in 2024; however, the policy has not yet been implemented.

Source: NATO (2024g; 2025).
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Like several other strategic outcomes 
discussed here, persistent sharing and access 
to data pose technical challenges. Cloud 
systems and edge computing can help address 
some of these issues. The proposed NDBB and 
ADSE systems mentioned earlier are potential 
solutions for NATO in this regard. However, the 
effort to improve information sharing is not 
solely focused on cutting-edge capabilities; 
ensuring the continued functionality and 
security of legacy systems, such as telephones 
and radios, is also a critical enabler in this area.
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This paper has set out to explore the concept 
of digital capability and whether and how this 
differs from digital transformation.

Our analysis reveals a lack of universally 
accepted definitions for ‘digital’, ‘digital 
capability’ and ‘digital transformation’, 
particularly within defence. These terms are 
often used interchangeably, leading to tensions, 
especially between civilian or industry contexts 
and NATO contexts.

In NATO, the term ‘digital’ is used in a broad 
way, encompassing the integration of digital 
technologies in military operations and 
organisational frameworks. This includes 
traditional IT and CIS and extends to cyber 
defence, data standardisation, digital 
interoperability and emerging technologies. 
It comprises both enabling and effector 

capabilities, with applications both to military 
operations and to ‘back office’ functions.

NATO refers to capability as ‘the ability to 
create an effect through employment of 
an integrated set of aspects categorized 
as doctrine, organization, training, materiel, 
leadership development, personnel, facilities, 
and interoperability’. This DOTMLFPI approach 
emphasises NATO’s view of capability as 
a broader, system-level concept. Within 
the Alliance context, it is also important 
to distinguish between NATO-owned and 
-operated capabilities and national capabilities 
specific to individual countries, as well as to 
recognise the growing role of commercial 
suppliers in maintaining and deploying digital 
capabilities. This presents a more complex 
context for integration and interoperability 

Chapter 4. Conclusion 
and next steps 
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than more traditional domains or non-digital 
capability areas (e.g. given the software-driven 
nature of many digital technologies, which 
necessitates much faster capability upgrade 
cycles and feedback loops from end users 
back to industry). Digital capability is a key 
enabler for NATO’s core tasks.

The understanding of the concept of digital 
transformation is also varied, with some 
viewing it as time- and resource-bound, and 
others seeing it as a continuous process that 
complements digital capabilities. NATO’s Digital 
Transformation Vision and accompanying 
Digital Implementation Strategy emphasise the 
latter approach, with transformation focused 
on ongoing and long-term efforts. Digital 
transformation within NATO is an ongoing 
and iterative process that will facilitate the 
development of the next generation of digital 
capabilities while remaining adaptable to 
innovation across its people, processes, 
technology and data.

Our main recommendation is therefore to 
foster shared understanding of these terms, 
which is vital for effective cooperation across 
NATO and with industry and the science and 
technology community, particularly with 
partners new to working in defence. A common 
lexicon can minimise misunderstandings, align 
stakeholders and foster trust, all essential for 
standardisation and interoperability, thereby 
aiding NATO in achieving its digital ambitions.

The paper has also explored the role of 
digital capabilities in the context of NATO’s 
core tasks. The Alliance continues to be the 

foremost pillar of transatlantic security and an 
important element of the global international 
order. For NATO to fulfil its core tasks, it will 
need to achieve the desired strategic objectives 
as outlined in the Digital Transformation 
Implementation Strategy. Table 4.1, below, 
illustrates how digital capabilities may 
contribute to NATO’s core tasks.

This is the first in a series of three papers 
exploring the evolving role of digital capabilities 
in the NATO Alliance. The second paper will 
cover implications and enablers of effective 
digital capability management and explore:

• Barriers and enablers to effective digital 
capability development in NATO

• Possible implications of digital capability 
development for defence spending across 
NATO

• Possible implications of underinvestment 
in digital capabilities

The third paper will cover the topic of 
interoperability in the digital environment and 
explore:

• Opportunities and challenges for fostering 
greater interoperability in the digital 
environment (particularly considering 
growing demands for digital sovereignty 
among NATO Allies)

• Implications of fostering digital 
interoperability for European strategic 
autonomy, the European defence industry 
and defence industrial cooperation within 
NATO.
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Table 4.1 Illustrative example of ways digital capability contributes to NATO core tasks

Core task Ways digital capabilities can enable the core task

Deterrence 
and defence

Digital capabilities enhance NATO’s collective defence by facilitating military operations 
and coordination among Allies through services such as C4ISR and through:
• Multi-domain operations (MDO): Technologies, such as advanced communications 

systems and artificial intelligence (AI), enable ‘digital-ready combat forces’ to 
conduct MDO, supporting real-time data sharing and situational awareness for 
synchronised military and non-military activities.

• Enhanced situational awareness: Systems such as NATO’s Alliance Data Sharing 
Ecosystem improve interoperability and operational effectiveness by providing a 
comprehensive view of the battlespace and facilitating real-time data sharing.

Crisis 
prevention and 
management

Digital technologies enhance resilience by enabling early detection and response 
to crises, ensuring continuity of operations and effective management of critical 
infrastructure.

Cooperative 
security

Digital capabilities support interoperability among Allies, allowing for effective 
joint military operations through secure communication systems and data-sharing 
platforms via:
• Interoperability: Robust digital communication and information systems, along 

with standardisation efforts, are essential for achieving seamless collaboration 
across various technological levels.

• Political consultation and data-driven decision making: Digital tools, such as those 
of the NATO Intelligence Fusion Centre or Supreme Headquarters Allied Powers 
Europe (SHAPE), facilitate secure sharing and analysis of intelligence, ensuring 
informed and timely decision making.

Source: RAND Europe analysis.
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This annex dives into selected Allies’ 
approaches to civilian and military digital 
capability development.87 Case studies are 
used to illustrate how individual nations 
understand digital capabilities in their national 
context, what outcomes they have set out 
to achieve in terms of digital capability 
development, where their priorities lie and how 
they have linked digital capabilities to wider 
strategic objectives. This annex covers four 
country case studies: Estonia, Finland, Poland 
and Sweden.

A.1. Estonia
Despite its small size and population, Estonia 
is seen as one of the biggest players in the 
field of digital capabilities and cybersecurity, 
often cited as a prime example of successful 
digitalisation efforts.88 According to Toomas 
Ilves, President of Estonia between 2006 and 
2016, digitalisation was the ultimate key to 
economic and social national development 

87 The case study countries represent a selection of Allies known for their digital capabilities and Allies that have 
recently increased their investment in this space. The selection of case studies was discussed and agreed with 
Microsoft.

88 Complex Discovery (2025).

89 Ilves (2024).

90 Kattel & Mergel (2019).

91 Kattel & Mergel (2019); Jermalavičius (2024).

after Estonia gained independence from the 
Soviet Union in 1991.89 The country was able 
to take advantage of the opportunity presented 
by the independence, building successful 
e-government infrastructure on a platform for 
decentralised databases and data exchange 
known as X-Road, and a compulsory national 
digital identification. However, Estonia’s digital 
success is mainly centred around the digital 
public service infrastructure, with other digital 
offerings lagging.90 This helps to explain why 
the country does not rank as high in overall 
digital transformation indices, and why these 
overall indices might not be the most reliable 
indicator of digitalisation.91

To further advance Estonia’s economy, state 
and society through digital technology, the 
country adopted the Estonian Digital Agenda 
2030, in 2021. The development plan is 
centred around three main areas: digital state, 
connectivity and cybersecurity. The document 
also underpins Estonia’s 2023 European Digital 
Decade Strategic Roadmap, which aims to 

Annex A.  
Selected national 
approaches within NATO 
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achieve EU’s digital targets set for 2030.92 
The main goals of the Roadmap are digital 
skills, digital infrastructure, digitalisation of the 
public sector and digitalisation of business.93 
Currently, Estonia’s strength lies in the 
digitalisation of public services, the number 
of ICT specialists and the level of digital skills 
among Estonia’s population. In contrast, the 
country is currently lacking in connectivity 
infrastructure, as well as in digitalisation of 
small and medium-sized enterprises, which 
remains behind the EU average.94

A.1.1. Digital capabilities and defence

Estonia’s high level of digitalisation helped 
the country transform itself into a major 
player in the field of cybersecurity and an 
important NATO ally. With over 99 per cent of 
public services available online, Estonia must 
respond to a large number of cybersecurity 
challenges. In 2024, the Estonian Information 
System Authority recorded 6,515 impactful 
cyber incidents, nearly twice as many as 
in 2023, with global crises, including the 
wars in Ukraine and the Gaza Strip, adding 
to the uptick in cyber incidents.95 Estonia’s 
experience with cyber attacks has shaped it 
into a key player in the field of cybersecurity, 
with major attacks in 2007 prompting the 
country to significantly strengthen its national 
cyber security. In 2008, the NATO Cooperative 

92 The European Digital Decade Strategic Roadmap is an EU policy programme which sets up an annual cooperation 
cycle to achieve common objectives and targets through to 2030, resting on the four pillars of skills, infrastructures, 
business and government. The cooperation mechanism involves Member States and the Commission, which 
developed EU-level projected trajectories for the attainment of the digital targets set under the policy programme. For 
more detail, see European Commission (n.d.). 

93 Estonian Ministry of Economic Affairs and Communications (2023).

94 European Commission (2024a).

95 E-Estonia (2024); The Baltic Times (2025).

96 French Institute for Higher National Defence Studies (n.d.).

97 CCDCOE (n.d.a; n.d.b).

98 Estonian Defence League (n.d.).

99 Kaska, et al. (2013).

Cyber Defence Centre of Excellence (CCDCOE) 
was established in Tallinn, and CCDCOE now 
has the most member states of all of NATO’s 
28 centres of excellence.96 CCDCOE is, among 
other things, responsible for the publication 
of the Tallinn Manual, a resource for legal 
advisers and policy experts dealing with cyber 
issues, and it hosts the annual Locked Shields 
exercise to bring together cyber experts from 
across the Alliance.97

Domestically, cyber resilience has become a 
key focus of the government, as exemplified 
in the Estonian Cyber Defence League. The 
volunteer organisation, which is the cyber 
defence unit of the Estonian Defence League, 
a voluntary national defence organisation 
operating within the jurisdiction of the Ministry 
of Defence, was established in reaction to 
the 2007 cyber attacks.98 It is a national 
collaboration model for cyber security 
professionals who are members of a voluntary 
paramilitary national defence organisation, 
and as such represent an innovative model 
for the involvement of volunteers in national 
cyber defence.99 This approach helps Estonia 
bring together skills from across the private 
and the public sectors, enabling the country 
to draw on these in times of crisis. In addition 
to increasing Estonia’s cyber resilience, this 
approach also helps mitigate the inability 



27

to recruit sufficient workers that the field of 
cybersecurity often faces.100

In March 2025, Estonia’s Ministry of Defence 
published its first Defence AI Development 
Strategy. The strategy aims to increase 
Estonia’s defence AI capabilities. To fulfil 
the objectives of the strategy, the National 
Defence Development Plan for the period 
2026–2035 is envisioned to dedicate 
30–50 per cent of the annual research and 
development (R&D) budget to developing AI 
with defence applications.101 A key element 
of the strategy is the building of a digital 
infrastructure for the Estonian Defence Forces 
in order to enable more expansive use of AI 
solutions and to drive interoperability among 
Estonian defence institutions and between 
Estonia and its NATO Allies.

A.2. Finland
Finland has invested heavily in digitalisation, 
as reflected in its high rankings and by the 
existence of several policy and strategic 
documents focused on the area. As the 
former Director of Public Sector ICT stated: 
‘Finland continually ranks as number one in 
public sector digitalisation, as indicated by the 
European Commission’s Digital Economy and 
Society Index (DESI)’.102 Finland’s key strengths 
include a highly digitally literate population – a 
literacy that is supported and enabled by open 
training in areas such as cyber security – and 
high levels of digitalisation among small and 
medium-sized enterprises. Finland is seeking 

100 Digital Front Lines (2023).

101 Estonian Ministry of Defence (2025).

102 Karjalainen (2020).

103 European Commission (2024b).

104 Finnish Government (2024a).

105 For detailed overview of planned measures and funding, see Finnish Government (2024a).

106 Business Finland (n.d.).

to improve digital public services linked to 
e-Health and electronic identification (e-ID), 
as well as address its below–EU average 
deployment of gigabit networks across the 
country.103

The importance of digitalisation is reflected 
in several strategic policy documents. For 
example, Finland’s National Roadmap, which 
was published in 2024 and underpins the 
EU’s Digital Decade Policy Programme 2030, 
focuses such key targets as competence, 
digital infrastructure, businesses and public 
services.104 The planned measures for reaching 
the targets include promoting digital skills, 
media literacy and digital self-cultivation; 
developing educational pathways for ICT 
experts; promoting broadband investment; and 
supporting investment in R&D.105 To further 
support its digitalisation efforts, the country 
published the Digital Finland Framework, which 
is aimed at achieving effective coordination of 
sustainable digital transformation in Finland.106 
To achieve the digital transformation, Finland 
is looking to create a funding instrument 
to support innovation ecosystems, create 
accelerator mechanisms to increase 
technology adaptation, focus on research–
business cooperation to develop digital skills, 
ensure public funding for and investment in 
digital transformation, and ensure international 
collaboration. More recently, in December 2024, 
the ministerial working group on reforming 
society decided to update the Digital Compass 
implementation plan. The Digital Compass is 
a tool guiding Finland’s digital transformation, 
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with core objectives focused on competence, 
infrastructure, public services and business.107

A.2.2. Digital capabilities and defence

Digital capabilities and information 
management were recognised as one of 
essential enablers for defence in Finland’s 
2021 Defence Report.108 The document 
acknowledges the effects of digital 
technologies on the security and operating 
environments, which, in turn, highlights the 
importance of maintaining and developing 
legislation, skills and technological capabilities. 
The overarching objective of the digitalisation 
of the Finnish Defence Forces is ‘to manage 
risks associated with emerging technologies, 
take advantage of opportunities, optimise 
activities, create new services, activities and 
knowledge, develop new abilities, and to be 
involved in national decisions,’ with particular 
focus on the development of AI.109 To this 
end, the country implemented the Defence 
Force’s digitalisation strategy and digitalisation 
programme, which ran from 2021 to 2024.110

Finland is looking to leverage the relationship 
between the civilian and the military spheres, 
as embodied in the so-called Digital Defence 
Ecosystem. The Digital Defence Ecosystem 
is a network of civilian dual-use technology 
companies, military technology companies and 
research institutes that seek to develop new 
digital defence solutions.111 The ecosystem 
is coordinated by the Finnish programme 
management company XD Solutions and has 
been joined by 37 organisations, including 

107 Finnish Government (2024b).

108 Finnish Government (2021).

109 Finnish Government (2021); Järvinen (2024).

110 Finnish Defence Forces (n.d.).

111 Digital Defence Ecosystem (n.d.).

112 Digital Defence Ecosystem (n.d.).

113 Granlycke (2024).

Saab, Nokia and Tampere University. The 
endeavour is a part of what the network 
describes as a phenomenon of ‘new defence’, 
which sees private companies increasingly 
involved in developing technologies for 
defence applications, similarly to how private 
companies now explore space technology in 
support of such governmental organisations 
as the European Space Agency and the United 
States’ National Aeronautics and Space 
Administration (NASA).112

To further strengthen its digital and 
cybersecurity defence, Finland launched 
the Digital Resilience Programme, in August 
2024. The programme, spearheaded by 
Business Finland, the country’s official 
government agency for trade and investment 
promotion, will run until 2028 and will allocate 
€100 million to innovation, research and 
international partnerships. Aiming to position 
Finland as a leader in digital security, the 
Digital Resilience Programme focuses on 
the following key areas ‘enhancing digital 
defence capabilities, promoting quantum-safe 
cryptology, and ensuring the security of critical 
communications.’113 International cooperation 
is a central tenet of the programme, 
particularly in the context of growing European 
collaboration and the cooperation between 
Finland and its NATO Allies. The country’s 
capital is also the home of the European Centre 
of Excellence for Countering Hybrid Threats. 
Established in 2017, this COE’s purpose is 
to strengthen cooperation between the EU 
and NATO to help the two organisations and 
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the member states counter hybrid threats. 
This is done by encouraging strategic-level 
dialogue, conducting research and analysis 
into hybrid threats, and developing doctrine and 
conducting training and exercises.114

The changing security environment also 
prompted Finland to publish a revised Cyber 
Security Strategy for the period 2024–2035. 
The document identifies cybersecurity as 
a part of Finland’s comprehensive security 
and digitalising society, and the importance 
of cybersecurity was further underscored by 
geopolitical shifts and changes in Finland’s 
security environment. The strategy rests 
on four pillars: competence, technology 
and research; development and innovation; 
preparedness, cooperation and response; and 
countermeasures.115 However, the document 
acknowledges that the current annual 
spending, of approximately €300 million, on 
cybersecurity is insufficient for responding to 
the evolving security environment.

Besides insufficient funding, Finland faces 
further challenges stemming from its 
accession to NATO, primarily integration 
and interoperability. As outlined in the 2024 
Government Defence Report, the Finnish 
Defence Forces now focus on ‘integrating 
with NATO by developing its information 
management processes, by implementing 
the data and communications technology 
solutions necessary for preparation 
and decision-making processes and by 
modernising its facilities’.116 The ambition is to 

114 EEAS (2017). 

115 Finnish Prime Minister’s Office (2024).

116 Finnish Ministry of Defence (2024).

117 Ptak (2024); Capgemini, et al. (2024).

118 European Commission (2024c).

119 European Commission (2024c).

120 European Commission (2024c).

121 Polish Ministry of Digital Affairs (2024).

fully apply NATO’s requirements and standards 
on information management and security in 
national development efforts.

A.3. Poland
While Poland remains below the EU average 
level of digitalisation according to the 
eGovernment Benchmark 2024 insight report, 
it recorded significant progress in the period 
2022–2023.117 It embarked on a significant 
effort to achieve the Digital Decade objectives 
and targets set out by the EU, an effort that is 
underpinned by a total budget of some €12.4 
billion, or 1.6 per cent of its gross domestic 
product (GDP).118 Poland’s strengths include 
a high-gigabit connectivity coverage and the 
digitalisation of small and medium-sized 
enterprises, the pace of which is six times 
higher than in the EU.119 However, adoption 
of advanced digital technologies, except for 
the cloud, remains low compared with the EU 
average, as does the share of the population 
which possesses at least basic digital skills.120

To bolster digitalisation, Poland published its 
first digitalisation strategy, in October 2024, 
covering the period until 2035. According 
to the Minister of Digital Affairs, Krzysztof 
Gawkowski, the changing landscape of national 
security, trends and challenges in technology, 
and the economy are some of the key drivers 
of investment in digitalisation.121 The main goal 
of the document, which is the first strategy of 
this kind in Poland, is to improve the quality of 
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life of the population, with some key targets 
including universal access to high-speed 
internet, the complete digital transformation of 
public services, the development of quantum 
computing capabilities, the creation of a robust 
AI ecosystem, and enhanced cybersecurity 
infrastructure.122 To support this effort, Poland 
is planning on spending 5 per cent of its GDP 
on digitalisation by 2035.123

The increased focus on digitalisation, alongside 
cybersecurity, is also reflected in Poland’s 
6-month programme for its EU Council 
presidency, which began on 1 January 2025. 
The main strategic areas are cybersecurity, 
new technologies and cyber diplomacy. More 
specifically, Poland focuses its efforts on 
the Digital Networks Act, EU’s AI strategy and 
workplace automation and protection, as well 
as a range of cybersecurity priorities, including 
a progress report on the EU Cybersecurity 
Act, an update to the European Commission’s 
(EC) 2017 Cyber Blueprint, and the Digital 
Operational Resilience Act.124

A.3.1. Digital capabilities and defence

The increased focus on digital capabilities 
and digital security comes in the context of 
a deteriorating security environment and an 
increase in hybrid threats. In fact, Poland has 

122 Decent Cybersecurity (2024a).

123 Polish Ministry of Digital Affairs (2024).

124 Alexe (2025). The EU Digital Networks Act aims to change the EU telecommunications regulations to address 
the evolving digital landscape, with emphasis on the development of digital network infrastructures. The Act also 
aims to create a level playing field to allow new business models to emerge in order to foster innovation. For more 
information, see Digital Networks Act (n.d.). The EU Cybersecurity Act strengthens the EU Agency for cybersecurity, 
which is mandated to increase cooperation among the Member States at the EU level, and introduced a new EU-wide 
cybersecurity certification framework for ICT products, services and processes. For more information, see European 
Commission (2025a). The EU Digital Operational Resilience Act seeks to strengthen cybersecurity and resilience of 
financial companies such as banks, insurance companies and investment firms. For more information, see EIOPA 
(n.d.). The EU Strategy on AI aims to position the bloc as a world-class hub for AI while ensuring the responsible use 
of AI that is human-centric and trustworthy. For more information, see European Commission (2025b).

125 International Trade Administration (2024a).

126 Reuters (2024).

127 International Trade Administration (2024b).

128 Polish Presidency Council of the European Union (2025).

become the most attacked country in the 
world, with an average of 1000 cyber attacks 
on organisations per week. 125 The number of 
attacks rose significantly following the Russian 
full-scale invasion of Ukraine in 2022. For 
example, in June 2024, the Polish news agency 
Polska Agencja Prasowa was targeted by a 
suspected Russian cyber attack, which saw 
the publishing of a false article about military 
mobilisation on the agency’s website. In 
response, the Digitalisation Minister announced 
additional spending of €704 million to boost 
Poland’s cybersecurity.126

As a result, cybersecurity has emerged as a key 
priority in Poland, as reflected in its strategic 
goals for the EU presidency. More specifically, 
Poland’s strategic objectives for the presidency 
include cybersecurity, new technologies 
and cyber diplomacy.127 Focusing on cyber 
resilience, Warsaw hosted a meeting of EU 
ministers responsible for cybersecurity, on 5 
March 2025, which was entirely dedicated to 
cybersecurity and resulted in the adoption of 
the Warsaw Call.128 The document stressed the 
need to strengthen resilience, cybersecurity 
and cyber defence in the light of geopolitical 
changes and ongoing Russian aggression 
against Ukraine. To pursue preparedness 
and cooperation, the ministers agreed to 13 
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points, which include enhancing cooperation 
and information exchange on cybersecurity, 
harmonising investments in cybersecurity, 
and devising a roadmap on new technologies 
impacting cybersecurity.129

Beyond security, the Polish Ministry of Defence 
also published an AI Strategy for the period 
2024–2039, one of the first Polish government 
documents to address the implementation 
of new technologies. The strategy aims to 
put in place conditions for the responsible 
development, implementation and use of AI 
and should help Poland achieve technological 
advantage over potential adversaries.130 The 
key implementations include autonomous 
systems, intelligence and reconnaissance, 
logistics and support, and cybersecurity. 
An integral part of the strategy is the 
establishment of the Artificial Intelligence 
Implementation Centre within Poland’s 
Cyberspace Defence Forces, which will seek to 
advance and integrate AI across all operational 
domains of the Polish armed forces.131

In addition to AI, Poland is making progress 
in attaining other technologies that will help 
it leverage the benefits of digitalisation. For 
example, in December 2024, it was reported 
that the country’s prototype quantum computer 
for military and special IT applications was 
at an advanced stage, with the spokesperson 
of Polish Cyberspace Defence Forces 
stating that the project was expected to be 
completed by the end of 2025.132 That same 
month, Poland’s Ministry of National Defence 

129 Polish Ministry of Digital Affairs (2025).

130 Polish Ministry of National Defence (2024).

131 Army Technology (2025).

132 Choucair (2025).

133 Northrop Grumman (2024).

134 International Trade Administration (2024c).

135 European Commission (2024d).

136 European Commission (2024d).

declared initial operational capability for the 
first Integrated Battle Command System 
(IBCS)-enabled battery of its medium-range 
defence programme. IBCS is a C2 system with 
a network-enabled, modular, open and scalable 
architecture, and is a foundational element for 
enabling MDO.133

A.4. Sweden
Sweden is considered a leader in digital 
innovation, boasting a robust infrastructure and 
a supportive regulatory environment, which put 
it at the forefront of digitisation. The country 
has one of the most advanced information 
and communication infrastructures in the 
world, which is leveraged by a population 
highly proficient in using digital tools, thanks 
to Sweden’s commitment to digital literacy.134 
In addition to the strong connectivity 
infrastructure, the business environment in 
Sweden is another of the country’s strengths, 
as it is conducive to innovation and has good 
access to financing.135 In terms of weaknesses, 
Sweden is trying to increase accessibility of 
e-ID and is currently lagging the EU average in 
online access to electronic health journals.136

Sweden’s strategic goals to be achieved by 
2030 are set out in the government’s roadmap 
for the Digital Decade. This document outlines 
a range of measures to be achieved, as 
well as the key challenge that needs to be 
overcome, namely, the difficulty of recruiting 
ICT specialists, which remains despite the 
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population’s high level of digital literacy.137 
In January 2023, Sweden launched the 
Digital Transformation Infrastructure Plan, 
which should help the country drive digital 
transformation further and help the population 
achieve the necessary digital skills. The 4-year 
plan is underpinned by investment worth €1 
billion and prioritises the areas of government 
and public services, such as education, 
transportation and healthcare.138

A.4.1. Digital capabilities and defence

Sweden is well positioned to translate 
successful digitalisation efforts from civilian to 
military settings thanks to the close relationship 
between the two. The country has a long 
experience with the concept of total defence, 
which involves the whole of society and consists 
of both military and civil defence, both of which 
have been strengthened further since 2015 
due to the Russian invasion of Crimea the 
year before.139 Aiming to strengthen societal 
resilience, the concept has collaborative civil–
military interactions at its core.140 As a result, 
the close relationship among civil society, the 
private sector, and governmental and military 
organisations is conducive to innovation, which 
can feed from the civilian industry into the 
military community.141

The focus on civil–military collaboration 
is reflected in the recently adopted Total 
Defence Bill for the period 2025–2030, which 
substantially reinforces Sweden’s total defence. 

137 Krasavina (2024).

138 O’Dwyer (2023).

139 Government Offices of Sweden (n.d.a).

140 Tillberg, et al. (2025).

141 Finlan (2024).

142 Government Offices of Sweden (n.d.b).

143 Government Offices of Sweden (n.d.b); Internet Stiftelsen (n.d.).

144 Swedish Ministry of Foreign Affairs (2024).

145 Vinnova (2024).

The government is also working to reorganise 
the country’s National Cybersecurity Centre, 
with the aim of establishing a stronger national 
structure and a clear hub for cybersecurity 
work.142 It also recognised the importance 
of resilience by expanding its Think Secure 
campaign, which promotes more secure digital 
activity in society.143 To further its defence, the 
government is currently working on a national 
cybersecurity strategy, which will replace the 
one published in 2017 and will provide a new 
direction and an action plan.

In December 2024, the Swedish government 
published Sweden in a Digital World, which 
presents a strategy for the country’s security 
policy on cyber and digital issues. The 
document highlights the changing international 
system, in which cyber and digital issues 
play an essential role, demonstrating ‘that 
technology, economics, democracy and 
security are increasingly intertwined in 
international relations’.144 The strategy was also 
designed to be mutually reinforcing with the 
upcoming cybersecurity strategy, which will be 
published later this year.

To further take advantage of digitalisation and 
technological innovation, the Swedish Armed 
Forces (SAF) started a programme focused 
on civil–military synergies in research and 
development, in June 2024.145 This is done in 
collaboration with the Swedish Governmental 
Agency for Innovation Systems, known as 
Vinnova, with a focus on such areas as 



33

Chapter 1. Title AI, quantum technology and autonomous 
systems. The worsening security environment 
has shown the importance of having defence 
that is capable of innovating quickly, with the 
SAF stating that ‘to successfully meet this 
change, partnership between the public and 
private sectors is needed, particularly with the 
aim of bringing together academia, industry 
and government in a triple helix model of 
innovation’.146 The innovation programme for 
civilian–military synergies will be able to build 
on existing efforts, such as the advanced 
digitalisation programme, for which the 
government earmarked €46.3 million per year 
starting in 2024.147

Sweden is currently developing the digital 
infrastructure for C2 and cooperation for 
the SAF, known as Combat Support System 
(known by the Swedish acronym LSS) Mark. 
The effort is driven by cooperation between 
the Swedish Defence Materiel Administration 
(known by the Swedish acronym FMV) and 
Saab, which will be responsible for integration, 
design and development of existing and future 
versions of the system.148 The programme, 
which was first envisaged in 2015 but 
underwent significant changes due to the 
changing security environment and Sweden’s 
accession to NATO, aims to replace all the 

146 Swedish Ministry of Defence (2024).

147 Swedish Ministry of Defence (2024).

148 Saab (2024).

149 Ebbutt (2025).

150 Lindfors, et al. (2024).

151 Lindfors, et al. (2024).

152 Khorrami (2024). 

153 Government Offices of Sweden (n.d.a).

radios and C2 systems of SAF’s ground 
components. Interoperability with NATO’s 
FMN framework is an important factor in the 
development of the system.149

Despite significant efforts, Sweden continues 
to face multiple challenges. Most notably, 
these include the recent accession to 
NATO, which requires SAF to enhance its 
interoperability with the Alliance, and improving 
the ability of the existing force structure to 
rapidly adopt technological innovations.150 
As a result, there is a need for change in 
many areas, such as doctrine, handbooks 
and manuals, especially in preparation for 
aligning with MDO. 151 The challenges highlight 
the fact that digital transformation is not 
only about getting new technology, but also 
about adopting new processes, organisational 
structures and necessary training. To address 
the challenges, there is a strong focus on 
integration with NATO in Sweden’s new defence 
bill, alongside prioritisation of technological 
innovation and cyber security.152 For example, 
Sweden is enhancing its command capability 
to further develop interoperability with NATO 
and strengthening its capability to support 
Allied operations as a host nation.153
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